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NMpoBepuTb, UAET NU 3aNUCb

MeHs XopoLuo BUAHO
&& cnbIWHO?
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Tema BebuHapa

BeepneHue B docker. 0630p
docker-compose

3onotoB MuUTpUn
Flutter & Kotlin Developer @ Yandex, DevOps, Fullstack Developer
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lMpenogaBaTtesb

3onoTtoB AMUTpUn

Full-Stack paspa6oTuumk (Python / Java / Kotlin / Flutter) - 6onee 20
neT onbITa.

B Kotlin ¢ 2015 roaa (backend, JS, kpoccnnatdopma)

DevOps 1 KOHCYNbTaHT N0 MUrpaLMn BbICOHArpy>€eHHbIX CUCTEM
B rmMbpuaHble obnaka

MpurnaweHHbIn npenogasatesb NTMO

PaHee pykoBoguTenb oTAena aBTomatnsaumm B PUHaHCOBOM
opraHuMsaumm

PaspaboTunk B AHgekc (Flutter)
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[MpaBuna Be6uHapa

AKTUBHO YcnoBHble
yyacTeyem 0603HayeHus

WHponBuayanbHO

Off-topic o6cyxpaem

B Telegram ; Bpems, Heo6xoanMMoe
G Ha aKTUBHOCTb

Muwem B vat

3agaeM Bonpoc

B 4YaT UJjn roJiocom :
llilS rosopum ronocom

= OKYMEHT
Bonpochbl BUXY B YaTe, Hoky

MOry OTBETUTb HE Cpa3y OTBeTbTe cebe unu
@ 3apaunTe BONpoc




MapuwpyT Be6buHapa

- 3HaKoOMCTBO

- Docker: KoHUenumuu

- Dockerfile

- Docker: cetun

- Docker-compose

- Pednekcus
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Llenn BebuHapa

NMocne 3aHATUA Bbl CMOXXeTe

1. O6epTbiBaTb cepBuchkl B docker

2. PasBopauuBaTtb consul

OTUS | OHNAMH OBPA3OBAHUE T



Docker: koHUenuun



Kak paaMecTUTb HEeCKOJIbKO CEepBUCOB Ha
OAHOU MaLUuHe?

e CepBep npunoxeHun jvm (tomcat/jboss), python uwsgi
e BwupTtyanbHble mawuHbl (Vagrant, vmware)
e KoHTeunHepbl (Docker, rkt)

Lightweight,
ephemeral,
Application automated
Application
Serverless
runtime
Application
Container
o runtime Hidden
Application : : infrastructure
Virtual Virtual
machine machine
) : - - Heavyweight,
Physical Physical Physical Physical permanent
machine machine machine machine manual '
| Time >
1990s 2006 2013 2014
AWS EC2 Initial Docker AWS Lambda
released release introduced

OTUS | OHNAMH OBPAZOBAHME T



KoHTenHepbI

e Technology agnostic
e W3onsauusa n orpaHnyeHmne cepBmUCOB ApYr OT gpyra (cgroups)
e JdhekTnBHAA yTUNMN3aLUA pecypcoB

Build time : Runtime

: VM
| Container
I
}
; Service
: instance
I o
$ docker build ... : Deployed
) as Container
Service
| ) instance
Service Container | Creates . Setr:ce d
code builder tool il
- image [\
Deployment pipeline | Container runtime I
Container
image registry
T Deployed ™
Container

as \

Docker
file

Service
instance

| Container runtime |
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Overhead KoHTenHepoB

https://domino.research.ibm.com/library/cvberdiq.nsf/papers/092905
219 5DD819C85257D2300681E7B/$File/rc25482.pdf — uccnegoBaHue

cpaBHeHUA npousBoauTeribHocTn Docker KOHTeMHepoOB.

e OBepxen B ocHOBHOM no cetu (NAT)

e [lo gpucky n CPU docker container npaktnyeckum naeHTU4YeH
HaTUBHOMY UCMOJTHEHUIO

80 ‘ 350

25 120000 |
360 | ) | A 100000 - - - o
9 80000 HEE— 0 —
§ 50 7 - | i Native o i Native & 200
8 40 4 | o 60000 - 1 1 - i 8
2 2 Docker NAT 40000 gl = i Docker | K
pd - —1 - ~ | — i
© |
0 - i Random Random Random Native Docker KVM
TCP_RR UDP_RR Read Write Mixed

Figure 1. Linpack performance on two sockets (16 cores).
Each data point is the arithmetic mean obtained from ten
Fig. 3. Network round-trip latency (us). Fig. 6. Random I/O throughput (IOPS). runs. Error bars indicate the standard deviation obtained over

all runs.
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Docker

e CyulecTBoBano AOCTaTOMHO AaBHO

e He ObINO WIMPOKOro pacnpocTpaHeHus

e B onpepgeneHHbIX criydyasix bbinia 3ameHeHa
annapaTHasi BUpTyanusaums

e He CTONbKO NPO KOHTENHEPLI (KaK TEXHOIOrs)

LLinapranka ¢ komaHgamm Docker / Xabp
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Docker

AbcTpakuua ot host-cucrtemsl

JlerkoBecHble U30NUPOBaHHbIE OKPYXEeHUA
ObLwme crion bannoBom CUCTEMbI

KomMnoHoBKa 1 npeackasyemMocCTb

[1lpocTOe ynpaBneHne 3aBUCUMOCTAMM
OucTpmnbbloumsa n TMpaXxMpyemocTb
CTtaHgapTusauma onmcaHns oKpyXeHus, cbopku
100% KOHCUCTEHTHasi cpeaa NpUNoXeHus
Bocnpon3BognMocCTb
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Docker

Docker - 3To He BupTyasibHasag MalumHa!
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Docker

{DOCKER_HOST

Docker client

DOCKER_HOST
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Windows containers

About Windows containers | Microsoft Learn

Prep Windows operating system containers | Microsoft Learn
Windows Container Base Images | Microsoft Learn
Windows container networking | Microsoft Learn

VM or Hyper-V Windows Server
Container Container

Hyper-V Virtual Switch

oTuUsS
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Docker

[TpuHUMN paboThI:

e Namespaces

e Cgroups

e UnionFS

e RunC (YnpasneHue koHTenHepamu ¢ runC / Xabp)

OHNAMH OBPA30OBAHME T



Docker Namespaces

e /30nauUmMa OKpyXKeHns

e llHOuBmayanbHbIM Nnamespace ONa KaXxaoro
KOHTenHepa

e Pid, net, mount, etc.

e Namespace npekpallaeT CBOe CyLleCTBOBaHME
nocne okoH4yaHus pabotsl PID1

https://docs.docker.com/engine/security/userns-remap/

Understanding and Securing Linux Namespaces
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Docker cgroups

e licnonb3oBaHME KOHTEMHEPAMK ODLLMX pECYPCOB
e OrpaHunyeHune pecypcos
e CPU, memory, IO, etc.

KoHTponbHag rpynna (Linux) — Buknneauns

MexaHn3amMbl KOHTEHepu3aummn: cqroups / Xabp
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Docker unionfs

91e54dfb1179

d74508fb6632 1.895 KB

> |Image layers (R/0)
c22013c84729 194.5 KB

d3alf33e8a5a 188.1 MB

ubuntu:15.04

Container
(based on ubuntu:15.04 image)
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Docker unionfs

_..Thin R/W layer__|

+__Thin R/W layer__ |

91e54dfb1179

d74508fb6632 1.895 KB

&

c22013c84729 194.5 KB

d3alf33e8a5a 188.1 MB

ubuntu:15.04 Image
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Docker union fs

[Tpmep HOMep pas
Ccbinka TyT

[Tpumep HomMmep OBa
Ccbinka TyT



Dockerfile




Docker

ENV - nepeMeHHble OKpYXXeHUS

ARG - nepemMeHHbIe BO BpeMsi cObopKu

COPY - ckonupoBaTb hann nnun nanky

ADD - ckonunposatp gpamn nnu nanky, ckadatb no
CCbIfIKe, pa3apXxmuBnpoBaTb apxuB

EXPOSE - gokymeHTauus
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Docker

A KaK 3anyCTUTb-TO?

e CMD
e ENTRYPOINT

Pexxumbl paboThi:
shell

FROM alpine
ENTRYPOINT ping www.google.com

exec
FROM alpine

ENTRYPOINT ["ping”, "www.google.com”]
OTUS | OHNAMH OBPA30BAHME



Docker

KombuHnpoBaHHOEe UCNoOsb30BaHUe

FROM alpine
ENTRYPOINT ["Is", "/usr"]
CMD ["/var"]

A ecrnn s xody bornee CrnoXHy KOHCTPYKUUIO Ons
3anycka?
HukTO He 3anpelaeT ucnonb3oBaTb bash-ckpunt



Docker

Daemon:

e penocTaBnseT api

e YyrnpasnseT oobekTamu

e B3aMMOAEWNCTBYET C ApYyrMMmu daemon Mu
cli:

e MNpUHMMAET KOMaHObl OT NMoJSfib3oBaTens

e B3ammoaencTByeT c api docker daemon
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Docker

Client

docker build +{---d;
')
docker pull -~

docker run -t

DOCKER_HOST

',"lﬁ‘

o

o00eyQ!

oTuUsS

OHNANH OBPA30BAHME

g



Docker

Tak Ha3blBaeMbI NPUBATHLIN “‘PENO3NUTOPUN” AN XpaHeHns image.
Docker hub, Private registry, Docker Store

=i

OTUS | OHNAMH OBPA3OBAHME T



Docker: cetn




Docker ceTb Bridge network

Ecnun HYy>XXHO OTOAENUTbL KOHTEUHEP UK TpYynny KOHTEUHEPOB
KoHTenHep MoxeT ObITb NOAKIMOYEH K HeCKorbkuM Bridge cetam
(6es pectapra)

PaboTtaeT Service Discovery

[TlponsBonbHbIE AnanasoHbl IP-agpecos
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Docker ceTb Bridge network

Bridge

Ny

eth0: 172.17.0.2

IIIHHHIII

[

eth0: 10.0.0.2

B

eth0: 10.0.0.254

eth0: 192.168.1.2

—_—

oTuUsS
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Docker-compose




Docker-compose

[TocmoTpum Ha demo * A



Docker none3Hoctu

docker ps - CMOTPUM 4TO €CTb

docker df - ckonbko MecTa cben goKep

docker stats - cMOTpUM CKOMbKO pecypcoB NOTPebnAeT KOHTENHEP
docker logs - normn koHTenHepa

docker inspect - HopmMaLma N0 KOHTEUHepPY

docker ... prune ... - O4UCTUTBL (Nepen 3TUM CMOTPU OOKY)
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Docker none3Hoctu

1.
. He cTtecHaemcsa nonb3oBaTbesa hadolint
. Multistage Halue Bce

. Ewe ectb Dive

. [locTaBm aBTOKOMMNNNUT ON1A AOKepa

. AKTMBHO ncnonb3yem docker-compose

. CMoTpuM 4TO 1 Kak gobasnaem B obpas
. He TBOpPUM 4B

ONO OThA~ WDN

CmoTpum opdp OKYyMeHTaUud

oTus

OHNAMH OBPA30BAHUE T



Bonpocbi?

(] n

CtaBum “+”, CtaBum ;

+
€CJ1n BOMpOChbIl eCTb €CJ/in BOMNMpPOCOB HET
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Consul
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Service Discovery

1. Kak K/IMeHTY NOHATb, rAe HaXOAUTCA MHCTaAHC cepBuca?

2. [ouyemy Henb3A xapakoauTb IP-agpec cepBuca, K KOTOpoMy
o6paLLaeTcs K/IMEHT?

@ CpOKM BbINOSHEHUS: 3 MUH
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Service Discovery

Dynamically Dynamically created
assigned IP and destroyed

I
10.232.23.1!
I

Service
O ! instance 1

|

|

|

|

|

|

| |
| |
| |
| |
| |
: 10.232.23.2! _ !
Service N I Service !
t |
| |
| |
| |
| |
| |
| |
|

|

|

|

|

|

client °* = Nt instance 2

10.232:23.3

[ Service
O instance 3
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Client-side Discovery

NMpumepsbli: Eureka, Consul, Zuul

- PaboTaeT ¢ HeCKO/IbKUMU CUCTEMAMM OpKecTpauun ogHoBpeMeHHoO: k8s,
standalone-cepBucbi, nomad u T.4.

- 3aBUCUT OT NOAAEPXKKM AA3blKA NpOorpaMMupoBaHus u pperiMBOpKa
cepBUCOB

MNMpumep: https://github.com/Netflix/eureka

@Autowired
private EurekaClient eurekaClient;

public void doRequest() {
Application application
= eurekaClient.getApplication("spring-cloud-eureka-client");
InstanceInfo instanceInfo = application.getInstances().get(0);
String hostname = instancelInfo.getHostName();
int port = instanceInfo.getPort();
e o
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Consul

Consul DNS
Server
*
6 6 3
@ [ ®
App B App B App B
10.1.10.36 10.1.10.42 10.1.10.30
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Consul example

3anyuweHbl 3 Consul cepBuca npu NOMOLLKM JoKepa
docker network create -d bridge consul

docker run --rm --net consul -p 8500:8500 -p 8600:8600/udp
--name=consul-server1 consul agent -server -node=server-1 -ui
-bootstrap-expect=3 -client=0.0.0.0

docker run --rm --net consul -p 8501:8500 -p 8601:8600/udp
--name=consul-server2 consul agent -server -node=server-2 -retry-join
consul-server1 -bootstrap-expect=3 -client=0.0.0.0

docker run --rm --net consul -p 8502:8500 -p 8602:8600/udp
--name=consul-server3 consul agent -server -node=server-3 -retry-join
consul-server1 -bootstrap-expect=3 -client=0.0.0.0

nnbéo 6epem docker-compose otctoaa: Create a Secure Local Consul
Datacenter with Docker Compose
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Consul example

Cluster Overview

Server fault tolerance Learn how to improve fault tolerance

Immediate

the number of healthy active voting servers that can fail at

once without causing an outage

Servers
server-2 server-1 server-3
 Active voter v Active voter v Active voter
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Consul example

3arnyckaem 9K3eMnnsip cepBmca Amanoros

dialogs

Search Across

Health Status =, Unhealthy to Healthy

dialogs8015
o (/] o ©
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Consul example

OK3eMnnsap AOCTYMNEH, 3anyCcTuM BTOPOU

Overview

dialogs
Services
Nodes T
Search Across v

Intentions
Health Status =i Unhealthy to Healthy

dialogs8015
Tokens

e o

dialogs8016

c, c; o :&,
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Consul example

Ob6a ak3emnndapa OOCTYMHbI N0 3anpocy, KOTopbIK UAET
N3 pesoneepa:

curl http://127.0.0.1:8500/v1/health/service/dialogs?passing=1

[{"Node":{"ID":"96cf8b07-964d-ae8f-b0Sb-8eb7142d8416","Node":"server-1", "Address":"172.27.0.2","Datacenter" : "dc1"
,"TaggedAddresses":{"lan":"172.27.0.2","1lan_ipv4":"172.27.0.2" ,"wan":"172.27.0.2","wan_ipv4":"172.27.0.2"}, "Meta"
:{"consul -network-segment":""},"CreateIndex" :8,"ModifyIndex":11}, "Service":{"ID":"dialogs8015","Service" :"dialogs
","Tags":[],"Address":"127.0.0.1", "TaggedAddresses" :{"lan_ipv4":{"Address":"127.0.0.1","Port" :8015}, "wan_ipv4": {"
Address":"127.0.0.1","Port" :8015}}, "Meta" :null,"Port":8015, "Weights":{"Passing" :1,"Warning":1},"EnableTagOverride
":false,"Proxy":{"Mode" :"", "MeshGateway":{}, "Expose":{}},"Connect":{}, "CreateIndex" :55, "ModifyIndex" :55}, "Checks"
:[{"Node" :"server-1","CheckID" : "serfHealth", "Name": "Serf Health

Status","Status" :"passing", "Notes" :"","Output":"Agent alive and

reachable","ServiceID":"","ServiceName":"","ServiceTags":[],"Type":"","Interval”:"","Timeout" :"", "ExposedPort":0,
"Definition":{}, "CreateIndex":8,"ModifyIndex":8},{"Node":"server-1","CheckID":"service:dialogs8015", "Name": "Servi
ce 'dialogs’

check","Status": "passing","Notes":"", "Output"”:"","ServiceID":"dialogs8015","ServiceName":"dialogs","ServiceTags":
[1,"Type":"ttl", "Interval”:"", "Timeout":"","ExposedPort":0,"Definition":{},"CreateIndex":55,"ModifyIndex":56}]},{
"Node" : {"ID": "96cf8b07-964d-ae8f-b@9b-8eb7142d8416" , "Node" : "server-1","Address" :"172.27.0.2", "Datacenter":"dc1","
TaggedAddresses" :{"lan":"172.27.0.2", "lan_ipv4":"172.27.0.2","wan":"172.27.0.2" ,"wan_ipv4" :"172.27.0.2"}, "Meta" : {
"consul-network-segment":""},"CreateIndex":8,"ModifyIndex" :11},"Service" :{"ID": "dialogs8016", "Service":"dialogs",
"Tags":[],"Address":"127.0.0.1","TaggedAddresses":{"lan_ipv4":{"Address" :"127.0.0.1","Port":8016}, "wan_ipv4":{"Ad
dress":"127.0.0.1","Port":8016}},"Meta":null, "Port" :8016,"Weights":{"Passing":1,"Warning":1}, "EnableTagOverride":
false, "Proxy" :{"Mode":" ", "MeshGateway":{}, "Expose":{}}, "Connect":{},"CreateIndex":86,"ModifyIndex":86},"Checks" :[
{"Node":"server-1","CheckID":"serfHealth" , "Name" :"Serf Health

Status","Status" :"passing", "Notes" :"","Output":"Agent alive and

reachable”,"ServiceID":"","ServiceName":"","ServiceTags":[],"Type":"","Interval”:"","Timeout" :"", "ExposedPort":0,
"Definition":{}, "CreateIndex":8,"ModifyIndex":8},{"Node":"server-1","CheckID":"service:dialogs8016", "Name": "Servi
ce 'dialogs'

check" ,"Status": "passing","Notes":"", "Output":"","ServiceID":"dialogs8016","ServiceName":"dialogs","ServiceTags":

[1,"Type":"ttl", "Interval”:"", "Timeout":"","ExposedPort":0,"Definition":{},"CreateIndex":86,"ModifyIndex":87}]}]
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Consul example

Bbikntounm nepsBbiv cepBuc, Health-3anpockl nepectanyT
npmnxoanTb Ha Consul n oH nepectaHeT BO3BpaLlaTh Mo 3anpocy.
OCHOBHOE NpUNoXeHNUe coxpaHnUT paboTocnoCODHOCTD.

Overview

dialogs

Services

Nodes

Key/Value

Search Across

Intentions

Health Status + = Unhealthy to Healthy +

dialogs8015
Tokens =
] @ ©
dialogs8016
@ & ° @
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Bonpocbi?

(] n

CtaBum “+”, CtaBum ;

+
€CJ1n BOMpOChbIl eCTb €CJ/in BOMNMpPOCOB HET
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Pednekcus
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Pednekcus

C KaknuMu BneyaTeHnaMun yxoauTte ¢ BebuHapa?

Kak 6yneTte NnpUMeHATb Ha NpaKTUKe To,
YTO Y3HaNN Ha BebuHape?
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[Tone3sHble MmaTepuanbl

1. KHurn Docker in Action, Docker in Practice, Docker
up and running

2. How To Successfully Implement A Healthcheck In

Docker Compose

3. Docker documentation: hitps://docs.docker.com/

4. LWnapranka c komaHgamu Docker / Xabp
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3anoJsiHUTe, NOXXKaNyucTa,
OMpPOC O 3aHATUMN
MO CCblJIKe B yaTe
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Cnacunbo 3a BHMMaHue!

[MpuxoguTe Ha cneayoLwue Be6MHapbI

3onotoB AMUTpUn
Flutter & Kotlin Developer @ Yandex, DevOps, Fullstack Developer
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